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1. Purpose
Lend a Hand Foundation, Inc. (the “Foundation”) is committed to safeguarding donor information, applicant information, charitable program records, governance records, and organizational data in a manner consistent with its fiduciary responsibilities, operational needs, and applicable legal requirements. The Foundation recognizes that disciplined information management is essential to preserving stakeholder trust, supporting sound governance, and maintaining compliance with federal law and other applicable United States legal and regulatory obligations.
This Data Storage and Retention Policy (this “Policy”) establishes the Foundation’s standards governing the collection, storage, access, protection, retention, archival treatment, and disposition of records and information maintained by or on behalf of the Foundation. This Policy is intended to promote consistency, accountability, and defensible recordkeeping practices across the organization.
2. Scope
This Policy applies to all Foundation records, regardless of medium or format, including records that are created, received, maintained, transmitted, archived, or otherwise processed in the course of the Foundation’s operations. Covered records include, without limitation:
· Electronic records and databases
· Paper files and physical records
· Cloud-hosted records and shared repositories
· Email and other business communications
· Financial, accounting, and tax records
· Donation and donor records
· Assistance applications and case-related materials
· Verification and supporting documentation
· Governance, board, and committee records
· Vendor, contractor, and service-provider records
This Policy applies to the Foundation’s directors, officers, employees, volunteers, contractors, advisors, and other authorized representatives, as well as to third parties processing Foundation information on the Foundation’s behalf to the extent applicable under contract or law.
3. Definitions
Applicant means an individual who seeks charitable assistance, program support, or other services from the Foundation.
Donor means any individual, entity, or other source that provides charitable contributions, grants, or other financial support to the Foundation.
Recipient means an applicant or other eligible person approved by the Foundation to receive charitable assistance or program-related support.
Record means any information, data, document, communication, file, or other material created, received, maintained, or stored by the Foundation in any medium.
Legal Hold means a suspension of ordinary deletion, destruction, or disposition procedures because records may be relevant to litigation, threatened litigation, investigation, audit, regulatory inquiry, or another legal or compliance matter.
4. Data Security Principles
The Foundation shall maintain reasonable administrative, technical, and physical safeguards designed to protect information from unauthorized access, acquisition, disclosure, alteration, destruction, misuse, or loss. Safeguards shall be proportionate to the sensitivity of the information, the nature of the Foundation’s operations, and the risks associated with the relevant processing activity.
Such safeguards may include, as appropriate:
· Password-protected systems and secure credential practices
· Multi-factor authentication where available and appropriate
· Encrypted storage or transmission mechanisms where reasonably appropriate
· Role-based access controls and least-privilege access principles
· Use of reputable payment processing providers and secure financial workflows
· Secure document storage and records management solutions
· Reasonable diligence and security review for relevant vendors and service providers
Although no security program can guarantee absolute protection against all threats, the Foundation shall endeavor to maintain commercially reasonable safeguards appropriate to its size, resources, and operational profile.
5. Data Classification
Foundation information shall be classified and handled according to its sensitivity, intended use, and potential impact in the event of unauthorized access or disclosure. The following categories provide general guidance:
Public Information
· Public announcements
· Published reports
· Website content
Internal Information
· Operational records
· Administrative communications
Confidential Information
· Donor information
· Assistance applications
· Verification documents
· Financial information
· Investigation records
Restricted Information
· Government identification documents
· Income verification records
· Banking information
· Tax information
· Fraud investigation materials
6. Record Retention Schedule
The retention periods set forth below represent the Foundation’s standard retention expectations for principal record categories. Where a longer retention period is required by applicable law, grant conditions, audit obligations, contractual commitments, litigation holds, or other legitimate business needs, the longer period shall govern. Records may be retained beyond the periods listed below when reasonably necessary to protect the Foundation’s legal, governance, financial, or operational interests.
	Record Category
	Examples
	Standard Retention Period
	Disposition Guidance

	Donation and donor records
	Donation history, gift processing records, acknowledgments, pledge records, donor correspondence
	7 years
	Secure deletion or confidential destruction, subject to tax, audit, or legal requirements

	Financial statements and accounting records
	General ledger, reconciliations, invoices, receipts, expense support, audit support
	7 years
	Secure deletion or confidential destruction unless permanent retention is warranted

	Tax filings and supporting tax records
	IRS filings, state tax records, supporting schedules, workpapers
	7 years; key filed returns may be retained permanently as a governance best practice
	Secure deletion or confidential destruction after applicable retention period

	Assistance applications (approved)
	Applications, review records, award documentation, case materials
	7 years
	Secure deletion or confidential destruction unless legal or program requirements justify longer retention

	Assistance applications (denied or withdrawn)
	Applications, review notes, denial records, related correspondence
	3 years
	Secure deletion or confidential destruction

	Income and identity verification documents
	Verification records, supporting documentation, review logs
	7 years unless a shorter period is adopted for specific categories by operational procedure or law
	Heightened secure deletion or confidential destruction

	Fraud investigation and appeal records
	Fraud reviews, investigative materials, evidence files, appeal records
	10 years, or longer if required by legal hold, litigation, insurance, or enforcement needs
	Secure deletion or confidential destruction with controlled access during retention

	Board minutes and core governance records
	Board minutes, committee minutes, resolutions, bylaws, incorporation records, determination letters
	Permanent
	Secure archival retention

	Conflict of interest disclosures
	Annual disclosures, related acknowledgments, review materials
	7 years
	Secure deletion or confidential destruction

	Contracts and vendor agreements
	Service agreements, amendments, data processing terms, procurement files
	7 years after expiration or termination
	Secure deletion or confidential destruction

	Website, access, and security logs
	System logs, access logs, security monitoring records
	24 months, unless longer retention is required for security or legal reasons
	Secure deletion or anonymization where appropriate

	Support and email communications
	Service communications, support inquiries, general email correspondence
	3 years unless otherwise required by law, legal hold, or another record category
	Secure deletion or confidential destruction


7. Legal Holds
The Foundation shall promptly suspend ordinary destruction, deletion, or modification of records that may be relevant to any pending or reasonably anticipated:
· Litigation or threatened litigation
· Regulatory inquiry or government investigation
· Internal investigation or compliance review
· Audit, examination, or formal records request
All covered personnel shall comply promptly and fully with any legal hold notice, preservation instruction, or comparable directive issued by or on behalf of the Foundation.
While a legal hold remains in effect, no covered records may be altered, deleted, destroyed, concealed, or otherwise disposed of except as expressly authorized.
8. Third-Party Service Providers
The Foundation may engage third-party vendors and service providers to process, host, store, manage, transmit, analyze, or secure information in support of Foundation operations.
Such providers may include, by way of example:
· Payment processors
· Cloud storage and hosting providers
· Email and communications service providers
· Document management and records platforms
· Identity or verification service providers
· Website and application hosting providers
The Foundation may disclose information to such providers only to the extent reasonably necessary for authorized services and subject to appropriate confidentiality, security, and data handling obligations as determined by the Foundation.
9. Access Controls
Access to confidential or restricted information shall be limited to individuals with a legitimate operational, governance, compliance, security, or legal need to know. Access rights shall be granted in a manner consistent with role-based responsibilities and may be reviewed, modified, or revoked at the Foundation’s discretion.
To support appropriate information governance, the Foundation may:
· Restrict or segment access permissions
· Revoke access rights upon role changes or separation
· Monitor or audit user activity where appropriate
· Require authentication and account protection procedures
10. Record Destruction
Upon expiration of the applicable retention period, and provided no legal hold, contractual restriction, or legal requirement requires continued retention, records may be securely destroyed or deleted in the ordinary course of business.
Approved destruction methods may include, as appropriate:
· Secure electronic deletion
· Cross-cut shredding or confidential paper destruction
· Permanent removal or wiping of electronic media
· Destruction by qualified third-party providers, including where appropriate provider certification
The Foundation reserves the right to determine the timing, method, and operational procedures for destruction, provided such determinations remain consistent with this Policy, applicable law, and any legal hold obligations.
11. Donor Records
The Foundation shall maintain donor records reasonably necessary to support the following purposes:
· Tax compliance and substantiation
· Donation acknowledgment and receipting
· Financial reporting and audit support
· Stewardship, fraud prevention, and internal controls
The Foundation shall not sell donor personal information and shall handle donor records in a manner consistent with its privacy commitments and applicable law.
12. Assistance Applicant Records
The Foundation may collect, store, and retain applicant information reasonably necessary to:
· Verify eligibility and evaluate applications
· Administer program decisions and assistance determinations
· Prevent fraud, abuse, misuse, or misrepresentation
· Maintain program integrity and internal controls
· Comply with legal, tax, audit, or reporting obligations
By submitting information to the Foundation, applicants acknowledge that the Foundation may retain such information in accordance with this Policy, the Foundation’s terms and conditions, and applicable law.
13. Fraud Prevention Records
The Foundation may retain records relating to suspected fraud, misrepresentation, misuse, abuse, misconduct, or program violations for extended periods when reasonably necessary to protect charitable assets, support investigations, preserve evidence, enforce Foundation policies, or comply with legal obligations.
14. Regulatory Compliance
The Foundation shall retain records as required or reasonably advisable under applicable United States legal and regulatory frameworks, which may include:
· Applicable federal law
· Applicable state nonprofit, charity, privacy, and recordkeeping requirements in jurisdictions where the Foundation operates or solicits
· Internal Revenue Service recordkeeping expectations and tax filing requirements
· Nonprofit governance obligations
· Charitable solicitation and fundraising compliance requirements
· Audit, grant, and financial reporting obligations
To the extent a requirement of this Policy conflicts with applicable law, regulation, court order, or binding legal process, the controlling legal requirement shall govern.
15. Policy Exceptions
The Foundation may retain records beyond the standard periods set forth in this Policy when reasonably necessary for the following purposes:
· Legal defense or dispute resolution
· Risk management and insurance matters
· Audit, examination, or investigative support
· Protection of charitable assets and governance interests
· Historical, archival, or institutional memory purposes where appropriate
· Regulatory or contractual compliance
16. Policy Review
This Policy shall be reviewed periodically by the Foundation’s Board of Directors or such committee, officer, or authorized representative as the Board may designate.
The Foundation reserves the right to amend, supplement, interpret, or update this Policy at any time to address legal, operational, governance, technological, or security developments.
17. Contact
Questions concerning this Policy may be directed to:
Lend a Hand Foundation, Inc.
PO Box 101
Perryville, Kentucky 40468
info@lendahandfoundation.com

